N\ A
\ EUROPEAN MANIGAC

DIPLOMATIC MISSION
OPERATIONS ROOM.




et

‘DLL
side-loading
i ]

1011¢
1101
0101 Pricew-

0100001
111010010
OL100L1E1
-/ -y
\ 111003010
. 011000000
5 011010001

: files. .
: systexcugs ...
DNS queries
: outgoing beacon packets ...

g: exfitration complete
.. enatemossion meoeots

MSBuild = -

D

e
CSPIroj S o
A —_—

o




L . [t T LT |
m ) : |

o i LT

| =l Authorlzatlon: Bearer |TOKEN]

“ul GET strack.png HTTPF1.1

10Auth redirect

Packet sniffer
2 overlay

Traffic roundabout
as hidden esait

Google Drive

4 OAuth Hidden
4 Tediiect e \4

Hidden exit on

T attacker-controlied SharePoint MSBuild gk Dh Command and

i phishing domain archive stampiming out a side-loading  Control (C2)
SE00009 52734083 : malicious payload b
ot ' in fo .csproj file

Aothorization; Bearer [TOREH]
BET TereDS.png HITONE, A
QET oreg UiTE .1

L -
/f downloauer k-
Loa;j;_jbrary,& -> malicious.dll

1.1
T

J/ down lpader

g e g S maliciouﬁ-dll






