R ° APr15:00 ytc 44 Aor

s 4 ]
‘:,"i‘ Watering-hole attack + trojanized installers

10:00 YT

1 ' 8
1 \
| |
' carrieASE 411 - J - - - -
B LY
satranctoe
:
' &k 1]

J CPU-Z_setup.exe (official)
s —

pub-45c2577...r2.dev/evil exe

&¢I API

LR




CRYPTBASE.dII

——

cahayailmukreatif.web.id s ’f

transitopalermo.com

: - 10501 =
1i#470100011010110001 Pl :
H’ﬁ_._-.-.&_—_-_—l_ﬂﬂ‘:}_f— = -,lra'l]lmukfea“{ web id

-M-'——""M ;:bST REQUEST caﬁwpalermo.cﬂm
‘___-ﬂ_g..:-»h-"* ;

D DST RE“«"EST fran
y F




how thes attacka
requests to the four

| suspicious domains

; FOLNG <FLurP 0 822?5
5: EHET packet capturc; 136543 B.

[transaction
Nl [transaction 1
[ruansaf 1on

{-H SSEI packet captures 1892: 1252
: b“FT] packet capturps HQ% L 1:!

o= FOTT wven el ok

\nghllghted 5econdary API' call

.'\Tlmelme

b Apr ‘reckity
-+now }

EE:I@-@E

9 Apr — 10 Apr

DLUNsidesloading{flow:

CRYPTBASEdII

gatekeeper.
e v
gatekeeper
DLL side-loading

«anti-sandboxg

?WEAK OPSECT




y quarantine
% meshes

original



